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Google Chrome Extension GPO Deployment

Prepare Group Policy Editor with Chrome’s Policy Template

1.

2. Follow the steps under “Install and configure Chrome policy templates” for your OS.

Go to https://support.google.com/chrome/a/answer/187202.

Set-Up Google Chrome with SigPlusExtLite’s Chrome Extension

1.

2. Under “Computer Configuration”, go to “Administrative Templates” = “Classic Administrative

After installing and configuring the Chrome policy templates in GPO, open GPO by selecting the

"Windows Key + R”, typing “gpedit.msc”, and then selecting the “Enter” key.

—

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

Open:

gpedit.msc|

Cancel

Browse...

Templates” = “Google” = “Google Chrome” = “Extensions”.

LE] Local Group Policy Editor
File Action View Help

e @ HET

5[ Local Computer Policy
~ &l Computer Configuration
» [ Software Settings
> [ Windows Settings
~w [ Administrative Templates
» [ Control Panel
» [ Network
| Printers
1 Server
» | Start Menu and Taskbar
» [ System
» [ Windows Components
~ [ Classic Administrative Temp
v [| Google
~ [ Google Chrome
] Content settings
] Default search pr
] Deprecated polici
| Extensions

e -

Select an item to view its description.

Setting

i-| Configure extension installation blacklist

Configure extension installation whitelist

nfigure the list of force-installed apps and extensions
nfigure extension, app, and user script install sources
nfigure allowed app/extension types

tension management settings

\iz] Blocks external extensions from being installed

State
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
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https://support.google.com/chrome/a/answer/187202?hl=en

3. In “Extensions”, select the “Configure the list of force-installed apps and extensions” setting.

4. In the “Configure the list of force-installed apps and extensions” window, select the “Enabled”

radio button.

Extensions

Configure the list of force-installed  Setting
apps and extensions

Edit policy setting

1iz| Configure extension installation blacklist
Configure extension installation whitelist

State

Mot configured
Mot configured

Configure the list of force-installed apps and extensions Enabled
Required 88l Configure the list of force-installed apps a O
Microsol :
Descript E‘ Configure the list of force-installed apps and extensions ez Iaine Next Setting
Specifiet
extensio ,
silently, (O Mot Configured Comment:
without
which ci @ Enabled
S'e‘;:::: O Dissbled
apps/ex] Supperted ont [ yficrosoft Windows 7 or later
implicith
includin|
permissi T -
versions —PHONS Elp
the appy
permis;i A P Specifies a list of apps and extensions that are installed silently, |~
enterpr!s EKTTISISWAPP IDs and update LIRLs to be silently without user interaction, and which cannot be uninstalled nor
enterpris| 'Nst3lE disabled by the user. All permissions requested by the
APls. (Th <h apps/extensions are granted implicitly, without user interaction,
ilable OoW... . - - P
aval including any additional permissions requested by future
are versions of
not forc| the app/extension, Furthermore, permissiens are granted for the
. | enterprise.devicefttributes and enterprise.platformeys
This poli extension
a potent APls, (These two APls are not available to apps/extensions that
Extensig are
anapp ¢ not force-installed.)
previous
installad This policy takes precedence over a potentially conflicting
Extemﬂ ExtensionlnstallBlacklist pelicy. If an app or extension that
previously had been force-installed is removed from this list, itis
ey automatically uninstalled by Google Chrome, F
Bundle. For Windows instances that are not joined to a Microsoft®
Active Directory® domain, forced installation is limited to apps
and extensions listed in the Chrome Web 5Store. o
e Config

oK Cancel

5. Inthe "Configure the list of force-installed apps and extensions” window, select the “Show...”
button under “Extensions/App IDs and update URLs to be silently installed.”
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dhcpobccjkdnmibckgpejmbpmpembgco;https://clients2.google.com/service/update2/crx

6. Inthe “Show Contents” window, add the following value and select the “OK” button:

Extension/fpp |D=s and update URLs to be silently installed

Value
» dhepobegjkdnmibckgpejmbpmpembgco https://clients 2 google com/service/update 2/crx

0K Cancel

7. Select the “Apply” button and exit out of the Local Group Policy Editor.
8. Restart Chrome.

9. In Chrome, go to Chrome://extensions, and confirm that the SigPlusExtLite extension with ID
dhcpobccjkdnmibckgpejmbpmpembgco was added.

Firefox Extension GPO Deployment

Prepare Group Policy Editor with Firefox’s Policy Templates

1. Go to https://github.com/mozilla/policy-templates/releases.

2. Locate the latest release section (located at the top).

3. Under ‘Assets”, download the zipped Firefox policy template file and unzip contents.
(policy_template_v2.01.zip).

4. Navigate into the Windows folder within the unzipped folder.

5. Copy all the files of this folder to Windows directory’s PolicyDefinition folder.
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Set-Up Firefox with SigPlusExtLite’s Firefox Extension

1. Afterinstalling and configuring the Firefox policy templates in GPO, open GPO by selecting the

"Windows Key + R”, typing “gpedit.msc”, and then selecting the “Enter” key.

—

Open:

Type the name of a program, folder, document, or Internet

rescurce, and Windows will open it for you,

| gpedit.msc

> |

[ ok ] | Cancel

|| Browse... |

2. Under “Computer Configuration”, go to “Administrative Templates” = “Mozilla” = “Firefox” -

“Extensions”.

= Lecal Group Policy Editor
File Action View Help
@ #@ = BT

= Local Computer Policy
w (& Computer Configuration
» [ Software Settings
» ] Windows Settings
w ] Administrative Templates
» [] Control Panel

>

Extensions to Install

Edit policy setting

Requirements:

» [7] Google Firefox &0 or later, Firefox 60 ESR or
~ [ Mezilla later
v gef::d Description:
ons

] Authentication

| Bookmarks

[ Certificates

7] Clear data when browser is closed
[ Cookies

[ ] Disabled Ciphers

[ DNS Over HTTPS

Firefoy is started.

If this pelicy is enabled, you can
specify a list of extension URLs or
paths that will be installed when

Anytime this list is changed, the
extensions will be reinstalled.

If this policy is disabled or nat
configured, no extensions are

Setting

|iz] Extension Management
|iz] Extension Update
| Extensions to Install
2] Prevent extensions from being disabled or removed

i< Extensions to Uninstall

State

Mot configured
Mot configured

Not configured

Not configured
Not configured

(7] Encrypted Media Extensions installed.

| Extensions

"] Flash

] Home page

;‘ Fofe © Extended;{Standard/

5 setting(s)

3. In"Extensions’, select the "Extensions to Install” setting.
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4. Inthe “Extension to Install” window, select the “Enabled” radio button.

A Extensions to Install O

Ei Extensions to Install Previous Setting Next Setting

| O Not Configured Comment:
|| (@) Enakled
() Disabled
I Supported en: Firefox &0 or later, Firefox &0 ESR or later
Options: Help:
Show If this policy is enabled, you can specify a list of extension URLs

or paths that will be installed when Firefox is started.
Anytime this list is changed, the extensions will be reinstalled.

If this policy is disabled or not configured, no extensions are
installed.

5. Inthe “Extensions to Install” window, select the “Show..."” button.
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https://addons.mozilla.org/firefox/downloads/latest/topaz-sigplusextlite-extension/latest xpi.

6. Inthe “Show Contents” window, add the following value and select the “OK” button:

Show Contents O *

Value
A 1ps./saddons mozilla.ongfirefox /downloadsatest topaz-sigplusextlte-extension/latest xpi I

0K Cancel

7. Select the "Apply” button and exit out of the Local Group Policy Editor.
8. Restart Firefox.

9. In Firefox, go to about:addons, and confirm that the Topaz SigPlusExtLite extension is installed.

Edge Chromium Extension GPO Deployment

Prepare Group Policy Editor with Edge Chromium’s Policy Templates

1. Go to https://docs.microsoft.com/en-us/DeployEdge/configure-microsoft-edge.

2. Follow the steps under “Configure policy settings on Windows".
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Set-Up Edge Chromium with SigPlusExtLite’s Chrome Extension

1. Afterinstalling and configuring the Edge policy templates in GPO, open GPO by selecting the
"Windows Key + R”, typing “gpedit.msc”, and then selecting the “Enter” key.

= Typethename of a program, folder, document, or Internet
= rescurce, and Windows will open it for you,

Open: | PRI 7]

| QK || Cancel || Browse... |

2. Under “Computer Configuration”, go to “Administrative Templates” = “Classic Administrative
Templates” = “Microsoft Edge” - “Extensions”.

File Action View Help
Ll ARl (REN 7 Hoel i ¢

7 el Computr Pty s 00

~ & Computer Configuration B L . Setti
» [ Software Settings Select an itemn to view its description. ing

5> [7] Windows Settings \iz| Configure allowed extension types
w [] Administrative Templates |i=] Allow specific extensions to be installed
5 || Control Panel |z Control which extensions cannot be installed
~ [ ] Microsoft Edge \iz| Control which extensions are installed silently
] Cast |i=| Configure extension and user script install sources
[] Content settings |i=| Configure extension management settings
|| Default search provider
|| Extensions

"] HTTP authentication

[ Mative Messaging

[ | Password manager and protection

[ Printing

[ Proxy server

[ ] SmartScreen settings

[ | Startup, home page and new tab page

3. In"Extensions’, select the “Control which extensions are installed silently” setting.
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4. In the “Control which extensions are installed silently” window, select the “Enabled” radio button.

Control which extensions are Setting
installed silently |i=) Control which extensions cannot be installed
Edit policy settin o~ = Allow specific extensions to be installed
I
W Control which extensicons are installed silently | o s emi ‘ | Next &
D
_5 () Not Configured Comment:
in
ir (@) Enakled
c
in () Disabled
. supported ON: | pgicrpsoft Edge version 77, Windows 7 or later
g
in
a
b Opticns: Help:
£
i Specifies extensions that are installed sil
|| Extensicn/App |Ds and update URLs to be silently ZPEcilies extensians that are instalied siier
e | installed interaction, and that the users can't unins
\_ installed"). All permissions requested by t
Show granted implicitly, without user interactio
additional permissions requested by futur

extension. Furthermore, permissions are g
enterprise.devicelttributes and enterprise
extension APls. (These two 4Pls are only a
that are force-installed.)

This policy takes precedence over a poten

[ 'Y : Lim maom UL Lalimd! L LAl

5. Inthe "Control which extensions are installed silently” window, select the “Show..."” button under
"Extensions/App IDs and update URLs to be silently installed.”
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dhcpobccjkdnmibckgpejmbpmpembgco;https://clients2.google.com/service/update2/crx

6. Inthe “Show Contents” window, add the following value and select the “OK” button:

Extension/fpp |D=s and update URLs to be silently installed

Value

» dhepobegjkdnmibckgpejmbpmpembgco https://clients 2 google com/service/update 2/crx

0K Cancel

7. Select the “Apply” button and exit out of the Local Group Policy Editor.

8. Restart Edge Chromium.

9. In Edge Chromium, go to edge://extensions/, and confirm that the SigPlusExtLite extension with
ID dhcpobccjkdnmibckgpejmbpmpembgco was added (Developer mode may need to be
toggled on to see the ID of the extension).

Additional Information

If Native Messaging Host application blacklisting is enabled to blacklist all Native Messaging Host
applications, then whitelist the Topaz Native Messaging application by adding the

“com.topaz.sigplusextlite.win.2” to the GPO Native Messaging Host Whitelisting for the specified browsers
GPO settings.
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